Trouble Shooting
SiteManager to GateManager access

If you are unsure if a SiteManager will be able to access the GateManager
through the corporate firewall, or you experience connection issues, this

document will assist you in verifying from a PC that the conditions for obtain-
ing GateManager access is available.
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1. Test GateManager access from a PC

The SiteManager attempts to access the Internet by trying the following connec-
tion methods one by one from its Uplink port:

1. Port 11444 (verification: https://130.226.210.172:11444)
2. Port 443 with HTTPS/TLS (verification: https://130.226.210.172)

3. Port 80 with TLS over HTTP (verification: https://130.226.210.172:80)
4. TLS viaWeb Proxy

By clicking, or entering the above verification links in a web browser, at least
one of the links should give you this result:

‘& Certificate Error: Mavigation Blocked - Windows Internet Explorer [._HE]“
@::«:v &) 130.226.210.172 [#] 2] (% [Fasoae |[#]-

Fle Edit WYiew Favarites Tools Help

{3 Favarites | @Certificate Error: Mavigation Blacked | |

|® There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

@3 Continue to this website (not recommended).

@ More information

Dane & Internet Sy v w00 v

Select “Continue to this website”, and you should get this screen:

/& Directory Listing For / - Windows Internet Explorer [._HE]“
@: + [e] 130.226.210.172 [ contficate Emar || 53] ¢2]| % [#P so0ae |[#]-

Fle Edit WYiew Favarites Tools Help

¢ Favatices | {€ Directory Listing For | | |

Directory Listing For /

Filename Size Last Modified

Apache Tomcat/5.5.17

Dane & Internet Sy v w00 v
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https://130.226.210.172:11444/�
https://130.226.210.172/�
https://130.226.210.172:80/�

If none of the links resulted in the above screens, it may be due to:

1. A firewall is blocking for TLS access (only allow plain text html). You may
need to get special rules applied in the firewall for your PC; either approval
on IP address, MAC address, the PC’'s DNS name, or the PC may need to
be trusted on a local MS Directory Services server.

2. A Web proxy is required for Internet access and is not configured on the PC
you are attempting to connect from. Typically this will be distributed from the
DHCP server, but may also need to be manually configured (On MS Inter-
net Explorer this is configured under: Tools - Internet Options - Connec-
tions > LAN Settings - Proxy server.)

If all the above is verified, and you still do not get the screen with the Directory
Listing, you will not have much luck with the SiteManager either. You should
then contact your IT administrator.
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2.1.

2.1.1.

2.1.2.

2.1.3.

PC works but SiteManager does not

Basic issues

Ethernet cables not connected correctly

Regardless how obvious this may sound, it is not un-common that the cables
are not connected correctly. Check that the network through which the Site-
Manager should obtain Internet access is connected to the SiteManager Up-
link port, and also check that there are link on the Ethernet port (the small
green and yellow LEDs in the Ethernet connector are lit)

Check Uplink IP address

Check that the SiteManager has an IP address matching the network
through which it should obtain Internet Access.

If the Uplink IP address is DHCP assigned, check that an address has been
assigned. Connect a PC to the DEV network and use the Secomea Ap-
pliance Launcher to browse the SiteManager and verify the Uplink IP ad-
dress. Alternatively check on the DHCP server’s lease table, what IP was
given for the SiteManager. Try to ping this IP address from another PC.

If the Uplink IP address is statically configured, you should check that it
matches the subnet of the network it is connected to. Also check that the
subnet mask matches the subnet class, and that the default Gateway is set
to the router that provides Internet access. A good test is to enter the Site-
Manager Web GUI from the DEV side, and use the ping function under
menu Status - ping/trace to ping the Internet Gateway).

DNS issue

If you are using the DNS name of the GateManager server e.g.
“gm02.secomea.com” in the SiteManager configuration it may not be re-
solved correctly to the IP address, and you should change it to the IP ad-
dress.

Open a command prompt and ping the DNS name of the GateManager, and
it will resolve the IP address (130.226.210.172):

BN C\Windows\system32\cmd.exe |i@i‘]

C:»>ping gmBZ.secomea.con

Pinging gmB2.secomea.com [130.226.218.172]1 with 32 bytes of data:
Reply from 138.226.210.172: hytes=32 time<{ims TTL=63
Reply from 138.226.218.172: hyt time<{ims TTL=63
Reply from 138.226.218.172: bytes=32 time<{ims TTL=63
Reply from 138.226.218.172: bytes=32 time<{ims TIL=63

Fing statistics for 130.226.210.172:

Packets: Sent = 4. Heceived = 4, Lost = B8 (Bx loss),
Approximate round trip times in milli-seconds:

Hinimum = Bms. Maximum = Bms. Average = Bms

iGN

You could work with SiteManager DNS settings up to resolve IP addresses,
but it is recommend to use the IP address in order not to be dependent on a
DNS server in the network.
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2.2. Web Proxy issues

A Web proxy is often used to validate Internet access. SiteManager is de-
signed to be able to access the Internet and the GateManager via a Web
Proxy. Be aware of the following:

2.2.1. Web Proxy automatically configured

If the SiteManager receives its Uplink IP address via DHCP, it will automatically
regard the default gateway as a web proxy including WPAD. So it automatically
extracts the information from the PAC file distributed from the DHCP server
(This “Auto Web proxy” functionality is support from SiteManager firmware
vxx_10405)

2.2.2. Web Proxy NOT automatically configured

Two scenarios exist that require manual configuration of the Web Proxy into
the SiteManager configuration menu:

1. |If the SiteManager does receive its IP address via DHCP, but the Web
Proxy require a password to be entered.

2. If the SiteManager does not receive its Uplink IP address via DHCP, but
is statically configured, the SiteManager will not detect the web proxy
settings automatically

These settings therefore have to be entered manually into the SiteManager
GUI under GateManager = General = More>>

P «» System GateManager Routing Maintenance Status Log «

ager Info + General + Agents + Device Relays * Server Relays « Web Proxy

o GateManager Settings

GateManager connected: 130.226.210.172:443 [UPLINK)

Remote Management: Enabled -

Go To Appliance: Automatic Login -
Input 1 Action: Toggle Remote Management «
Input 2 Action: Trigger Alert INPUTZ if ON -

Appliance Name: * SiteManager
Dromain Token: * ROOT.DEMO.Toplevel.emea.denmark.customerF

GateManager Address: ¥ 130.226.210.172

Web-proxy Address:
Web-proxy Account:

Web-proxy Password:

e * = Mandatory field

H Reconnect

Web-prosy Addrass:
Web-proxy Account:

Web-proxy Password:

Keep-Alive Interval: o seconds

Fallback Heartbeat Period: 30 minutes

Master Name Format: {%N| %D | %S}

Agent Name Format: {%n|%s} (%em){ - Yot}

Ralay Name Format: [%n|%s)} [Bem) - %f{:%ep) = et

* = Mandatory field

Reconnect
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2.3. Other things to Check
If the SiteManager is configured correctly, check the following in the network.

These things will typically involve the local IT administrator to verify, and will
definitely require this person to change:

1. Does the firewall require an exception for the source IP of an unknown
IP device to be entered into the firewall in order to access the Internet?

Enter the IP of the SiteManager Uplink.

2. Does the firewall require an exception for the MAC address of a device
to be entered in the firewall in order to access the Internet?

Note that the Uplink MAC address is typically one higher than the DEV1
MAC address, which is also the SiteManager serial number. So if the
Appliance Launcher detects e.g. 00:05:B6:00:97:6C, the Uplink MAC
address will be 00:05:B6:00:97:6D. You can double check the MAC ad-
dress by checking the networks DHCP lease table, or ping Uplink and
check the ARP cache.

3. Does the firewall or Proxy require the DNS of a device to be trusted (e.g.
checked by reverse lookup)?

Since SiteManager is not a Windows PC, a special exception may need
to be made.

4. Is NTLM proxy authentication used?

NTLM (NT LAN Manager) is a Microsoft suite of legacy protocols for au-
thentication among other things, and which Microsoft today does not
recommend to use. SiteManager does not support NTLM. You may ex-
perience that LinkManager does get GateManager access despite of
NTLM. This may be due to the PC itself already being approved by the

proxy.

5. Does the firewall require an exception for the destination IP that a device
tries to access to be entered into the firewall?

Enter the IP address of the GateManager server.

6. Does the firewall require using DNS names that resolves locally?

In that case the DNS name of the GateManager must be applied to the
DNS server (e.g. “gm02.secomea.com”, must be applied with its IP ad-
dress 130.226.210.172). Subsequently it must be ensured that the Site-
Manager is configured with the IP of the DNS server. This will typically
automatically be distributed via DHCP, but must manually be entered for
the Uplink interface if the SiteManager has a fixed IP.

7. If the firewall is configured to NOT tolerate "rekey" on a TLS session for
which it has not seen the original session be created, the SiteManager
will possibly be rejected. This is due to the SiteManager using re-keying
for starting the connection, and subsequently the firewall will not be able
to use a cached session ID.

You can also verify the log messages on the firewall (if enabled). E.g. on
a Fortinet firewall the message would say “"The SSL session was
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blocked because the session ID was unknown".

You would need to add some exception in the firewall to allow the Site-
Manager to bypass this check.
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3. Notices

Publication and copyright

© Copyright Secomea A/S 2011. All rights reserved. You may download and
print a copy for your own use. As a high-level administrator, you may use what-
ever you like from contents of this document to create your own instructions for
deploying our products. Otherwise, no part of this document may be copied or
reproduced in any way, without the written consent of Secomea A/S. We would
appreciate getting a copy of the material you produce in order to make our own
material better and — if you give us permission — to inspire other users.

Trademarks

SiteManger™ and GateManager™ are trademarks of Secomea A/S. Other
trademarks are the property of their respective owners.

Disclaimer

Secomea A/S reserves the right to make changes to this publication and to the
products described herein without notice. The publication of this document does
not represent a commitment on the part of Secomea A/S. Considerable effort
has been made to ensure that this publication is free of inaccuracies and omis-
sions but we cannot guarantee that there are none.

The following paragraph does not apply to any country or state where such pro-
visions are inconsistent with local law:

SECOMEA A/S PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE

SECOMEA A/S SHALL NOT BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGE ALLEGED IN
CONNECTION WITH THE FURNISHING OR USE OF THIS INFORMATION.
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