Application Note
Omron PLC and CX-Programmer

This document guides you through the setup of proprietary vendor specific
software installed on you PC. Your supervisor may provide you with addi-
tional or alternative instructions.

The document consists of standard instructions that may not fit your particu-
lar solution. Please visit our support website for latest revisions of documen-
tation and firmware:

http://www.secomea.com
Version: 2.0, June 2010
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1. Prerequisites for This Guide

The following guide will assist you to setup a remote and online connection to
the Omron equipment placed on the customer site using your Omron CX PLC
programming software installed on your PC.

Prerequisites for this guide are:

® You have an operational LinkManager installed on your PC with a Gate-
manager certificate that allows you to connect to the SiteManager agents.

" You have the Omron software installed.

® You have the Omron device agent installed and configured on the SiteMa-
nager at the remote site, and there is access between the SiteManager
and the Omron PLC. (A Serial attached PLC must be configured with agent
device type Omron/Serial PLC on the SiteManager. A network attached
PLC must be configured with agent device type Omron/Ethernet PLC on
the SiteManager).

If this is not the case, we kindly ask you to contact the person / department re-
sponsible within your own company or at the company responsible hereof.

System Overview
The communication path is as follows:

Omron CX software - LinkManager - GateManager - SiteManager ->
Omron PLC.

This guide will elaborate on the components marked with bold.

The following system overview depicts a SiteManager 3034/3134 at the cus-
tomer location:
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2. TCP Ethernet Access

The following describes how to connect the Omron CX Programmer to an
Omron PLC that is attached to a SiteManager via Ethernet.

1. Locate the agent that represents you TCPI/IP attached Omron PLC

[ I LinkManager Console - PH Field Engineer - PC3

s - [k Page - (T

= B s

Logout

] [_Sewices | [__sniffer_ | [__Refresh |

ROOT.demo.Toplevel. EMEA.Denmark.CustomerF. Production Plant 2

By~ ROOT.demo.Toplevel dp” siteManager <Comnect sll> [
F—»— Americas (53" aB (SiteManager) - 172.24.2.187 [
'Iv EMEA {E}" B&R (SiteManager) - 172.24.2.146
Eb—v— Denmark — 23" Backhoff CX9000 (SiteManager) - 172.24.2.197 @
Il—& Customera — 23" Mitsubishi (SiteManager) - 172.24.2.130
|—dh Customerc d — {23 Omron PLC* (SiteManager) - 172.24.2.122 @
L &% CustomerD — 23" Phoenix Contact (SiteManager) - 172.24.2.164 @
-~ CustomerF — 23" Rockwell Micrologic 1100* (SiteManager) - 172.24.2.120 @
—dil Production Plant 1 — 23" Schneider M340* (SiteManager) - 172.24.2.131 @
L -k Production Plant 2 — & siemens MPIbus (SiteManager)
— £53¥ Siemens S7-300* (SiteManager) - 172.24.2.129 ]
— {53 Wago* (SiteManager) - 172.24.2.135 @
2. You will not see any activity on it yet. This only starts when you connect to the
PLC via your project (Make a note of the IP address of the PLC):
|_ Disconnect J |_ Logout J |_ Sniffer J
ROOT.demo.Toplevel. EMEA.Denmark.CustomerF.Production Plant 2
Omron PLC* (SiteManager)
ki St Connects Packets Bytes
fusat G =n - = -
{E}‘ i‘h Omron PLC* 172.24.2.122:80,9600 IDLE o o o o o o
19600 (udp) IDLE o o o o o o
3. Start the CX-Programmer and open your project.
NOTE: The LinkManager does not allow CX-Programmer to scan for network
attached devices. Therefore you will NOT be able to detect the PLC under the
menu Auto Online - EtherNet/IP Node Online. Neither will you see any ac-
tivity on the LinkManager before you access it with a project where the PLC's
specific IP address is configured.
4. Double click the CPU icon in the screen “NewPLC[CJ1M] Offline”. Choose the

Network Type “Ethernet(FINS/TCP)”, and select Settings - Driver:
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mrin-Using-UDP - CX-Programmer - [MewPLC1.NewProgram1 [Symbols]]

EIES

@-’Ill: Edit Insert PLC Py m o Simulation  Tooks  Window  Help
o= a2 lmesijen|esals iR neg
e xaa [FEgEnER BRERHrww )| —ooFFEL K | Blew=we

16 | ]

ImMERRDE &

ER |

M ||=d

Change PLC 3]

% NewPru]ect Device Name
=-ED NewPLCI[CI1M)] Offline ‘ |NEWPLE1 ‘
=3 Symbols
i ﬁ 10 Table and Unit Setup - Device Type
&) settings o T ‘
& biorors |CJ1M _I Settings.
~Metwork Type

% Programs

=- @ MewProgrami (00}
13,

|Ethemet[FINS/TCP)

L’ Settings...

EtheMet/1P i |
E lhalNetf’I P [USE Part)

ﬁ Function Blacks

MY-Thru [Serial Port)
NV-Thru [USB Part) ~

Cancel | Help |

1, Project / ]

ddress [ Valus | Rack Location | Usage | Cornr

3

MewPLC1{Met:0,MNode:0) - OFfline

¢ Insert PLC -Program  Simulabion  Tools Window Help

rung 0(D, 0)

- 100%

DEE R SR 40

Az 2w [ase &L

e xaa [FEERE IT--T-IS"“IEP gl

4B g
mFERAE &L E -

Change PLC

I—{)'!Z"diiFlLl—lM|'—’ :
2 P E > ||=o

= % MewProject
= FB NewPLCI[CILM] Offline
5 Symbols
- B 10 Table and Unit Setup
Settings
- G Memory
= % Programs

= ‘a MewPrograml (00}
1=,

- Device Namg

Network Settings [Ethernet{FINSITCP)]

Metwork  Driver |

~Workstation Mode Number
i} 3:

- IP Address- Port Mumber —
24 2 122 (

¥ Auto-negotiation

7z |

" F Function Blocks

Ok I Cancel | Help

M Proiect /

ﬁ.ﬂ| NamE:|

Address or Yalue: Comment; |

o

Far Help, press F1

[NewPLC1{Net:0,Naode:0) - Offine |

lrung 0(0, 0}

- 100% [l
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6. Click Yes to connect to the PLC via LinkManager:

: Omron-using-TCP - CX-Programmer - [NewPLC1.NewProgram1.Section1 [Diagram]]
[fY File  Edit Wiew Tnsert PLC F \ Tools Window Help
[DEFE R SR|[sRe |8

o '] ' pEYd | o]
“ a K aa [|H=

[i=NR=R=Yal=al

S maETY 2R &
B Arsupw | — o @1
¥¥i a8

[Program Mame : MewwProgram?]

Ty
|2 % % 4

|G W W ]|= o

= % MewProject =
1= B WewPLC1[CILM] Offline
5 Symbols
@ 10 Table and Unit Setup
£ Sattings
< Memary
) Programs
‘a MewProgrami (00}

[Section Mame : Sectiont |

About ko connect ko the PLC,
J ' Do you wish ko continue ?

5 Symbols HewPLCI[CILM]
5 sectiont - Ethernet(FINS/TCF)
H F section2 - IP Addressi172.24.2,122

- Function Blocks

-
[4] | v

x4l Mame: | Address or Value; Comment; |

|1 INewPLCL{Met:0,Nde:0) - Offline | | lrung 0 (0, 0} - 100%

7. Inthe top menu, select PLC - Work Online:

.Flle Edit we:w .I;sert . ':Pr;gram‘ Simulation T;ols V\.u'md.aw Hel|; — wii el --n" x
D&M }m@}é[@:—ﬁ:‘gx:\ crse BRI & |(® L ROR &5
e : - b | —oo oL & |[|B e (e %
[CERRDE - I CEE R L e
—m—————————— ¥ Compile &l FLC Programs F? e iR i e B

= é‘k MewProject

Program Check Options. .. jon hame : Sectiont ]

Program Assignments

10 Table and L Memory Allocation 3

Settings
Memory card Transfer » :
[ Error log Partial Transfer Ny i
(8] PLC Clack.
s Mernary Protection 3
=% Programs Clear all Memory Areas

=- MewProgrz
@ Edit 4

Change Madel

Change Communication Settings

~-dF Function Blacks

L Data Trace...
Time Chart Monitaring. ..

Force 4
Set 4
-
|«| | _'l_I
\m?_t/ = Marme: | Address or alue: | Comment:|
INewPLCL{Nek:0,Node:0) - Manitor Mods | oEms | rngo(g, 0 -100% |

"4 start

8. You are now online with the PLC. You can now observe data traffic in the
LinkManager:
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.-\'_l_',- LinkiManager Consale - PH Field Engineer - PC3

[ ]

B0 @B
[,Discannect ] [Ltegout | [ Sniffer.|
ROOT.demo.Toplevel.EMEA.D k.Cust F.Prod Plant 2
Omron PLC* (! ger) - 172.24.2.122
Connects Packets Bytes
Agent Address Status
ok fail tx e e 4
£3¥ @@ Omron PLC*  172.24.2.122:80,9600 1 o 62 62 1,342 3,586
19600 (udp) ) ) ) ) o o
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3. UDP Ethernet Access

The following describes how to connect the Omron CX Programmer to an
Omron PLC that is attached to a SiteManager via Ethernet.

1. Locate the agent that represents you network attached Omron PLC

[ I LinkManager Console - PH Field Engineer - PC3 | l

- 8

dmh - |5} Page + T

Logout

] [LSewices ] [

Sniffer__| [__Refresh |

ROOT.demo.Toplevel. EMEA.Denmark.CustomerF. Production Plant 2

By~ ROOT.demo.Toplevel dp” siteManager <Comnect sll> [
F—»— Americas (53" aB (SiteManager) - 172.24.2.187 [
'Iv EMEA {E}" B&R (SiteManager) - 172.24.2.146
Eb—v— Denmark — 23" Backhoff CX9000 (SiteManager) - 172.24.2.197 @
Il—& Customera — 23" Mitsubishi (SiteManager) - 172.24.2.130
|—dh Customerc d — {23 Omron PLC* (SiteManager) - 172.24.2.122 @
L &% CustomerD — 23" Phoenix Contact (SiteManager) - 172.24.2.164 @
-~ CustomerF — 23" Rockwell Micrologic 1100* (SiteManager) - 172.24.2.120 @
—dil Production Plant 1 — 23" Schneider M340* (SiteManager) - 172.24.2.131 @
L -k Production Plant 2 — & siemens MPIbus (SiteManager)
— £53¥ Siemens S7-300* (SiteManager) - 172.24.2.129 ]
— {53 Wago* (SiteManager) - 172.24.2.135 @
2. You will not see any activity on it yet. This only starts when you connect to the
PLC via your project (Make a note of the IP address of the PLC):
|_ Disconnect J |_ Logout J |_ Sniffer J
ROOT.demo.Toplevel. EMEA.Denmark.CustomerF.Production Plant 2
Omron PLC* (SiteManager)
ki St Connects Packets Bytes
fusat G =n - = -
{E}‘ i‘h Omron PLC* 172.24.2.122:80,9600 IDLE o o o o o o
19600 (udp) IDLE o o o o o o
3. Start the CX-Programmer and open your project.
NOTE: The LinkManager does not allow CX-Programmer to scan for network
attached devices. Therefore you will NOT be able to detect the PLC under the
menu Auto Online - EtherNet/IP Node Online. Neither will you see any ac-
tivity on the LinkManager before you access it with a project where the PLC's
specific IP address is configured.
4. Double click the CPU icon in the screen “NewPLC[CJ1M] Offline”. Choose the

Network Type “Ethernet(FINS/TCP)”, and select Settings - Driver:
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FTES J-C
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g Memory

M Proiect /

[cnm | Seflings. ‘

B e A wupw —ﬂ")ﬁ‘d‘EFTE'—!%“-'s? \
[EERERDE a2 [ e R BES NI A i T
= pe P
= % MewProject ~Device Nam

= @,E HewPLC1[CI1M] Offling ‘ [HewPLET ‘
5 Symbols
7} 10 Table and Unit Setup - Device Type
Settings

Caneel |

Help |

|«

Far Help, press F1

ﬁlh NamE:|

Address or Value: Comment; |

= %(Par;grams ~ Netwark Type
- = %gl MewPrograml [00) i
i Ethernet Settings...
=2 Symbols | ik L’ 2
: ~
- sectiont Ethemel[FINS/TCF] =
- P EnD EtheretAP 3
ﬁ Function Blacks EtheMet/IP [USE Part) 3 =
FinsG ateway i |
MS-Thru [USB Port]
HY-Thy [Serial Port] o

o

[NewPLC1{Net:0,Naode:0) - Offine

| | lrung 0 (D, 0}

- 100% [l

Specify the IP address of the PLC and Select OK.

Click Yes to connect to the PLC via LinkManager:

File - Edit ¢ Insert PLC -Program  Sirmul

jation  Tools Window  Help

=R—2 == Ar o AETN TR A se &l
|« ®aa [FakEtE= *"“'r:lﬁal-cfrw‘wl—-\942}‘th"—!>:|]';§
=1 =R=Ral : "

Change PLC

— Device Nam:

= % MewProject
1= BB WewPLC1[CILM] Offline

Network Settings [Ethernet{FINS/TCP

Symbols 2 [ { 11
10 Table and Unit Setup Network  Driver |

Settings

< Memory -~ Wiorkstation Node Nurber

= % Programs
MewProgrami {00}
=3 Svmbols

¥ Auto-negotiation |0 5:

4 B sectionl P Address- Port Number—
4 -~ BP enp
" F Function Blocks | A2 2 ISBUU

Ok I Cancel | Help | =
HEE) | 5
N Project / ] Name: |

Address or Yalue: Carnment: |
For Help, press F1 Il [MewPLE L{Net: 0, Node:0) - Ofline [

[ lrng0(d, 0) - 100% ||
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7. Inthe top menu, select PLC - Work Online:

@Flle Edit  Wiew Insert

|oE@ @ &L

work Orline CTRL+W 1 |
Auta Online \_ 4 i

L BB SR

=& X

Program Check Options... on Mame : Section ]

@ 10 Tablz and L Memory Allocation E

: Settings
d Memary card Transfer ) -
A - i
B JasEs Partial Transfer 9
PLC Clock
S Memory Pratection ,
=4 Programs Clear &ll Memory Areas
. El ‘a MewProgrs
. BRsymee B R
' @ Seckion
- END

--IF Function Blocks
bt Data Trace...

Time Chart Monitoring. ..
Eorce 4
Set 4

|l |
(] 8
[NewPLC L{Nek:0, Node:0) - Manikor Mode

_ErDiEE:F!{ Mame: | Address or Yalue:

[Toams

& ad 1 4
ik —— Operating Mode %

E E @ ﬂ E:l Manitar L

- S o ram Mame : MewwProgram1]

o NewProject Compile All PLC Programs F?

o

Comment: |
Jrung 0 (D, ﬁ) - 100%

You are now online with the PLC. You can now observe data traffic in the

LinkManager:

1 [ | LinkManager Console - PH Field Enginesr - PC3

[]

Bov B v e

[_Disconnect | [ Logout ] [__ Sniffer

ROOT.demo.Toplevel.EMEA.Denmark.CustomerF.Production Plant 2

Omron PLC* (SiteManager) - 172.24.2.122

Connects Packets Bytes
Agent Address Status
ok fail [=3 L3 [=3 ™
37 @  omron PLC*  172.24.2.122:80,9600  IDLE 1 0 247 246 7,876 11,950
19600 (udp) Up:t 0 0 | 167 167 2,656 5,692 |
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4. Serial Access

The following describes how to connect the Omron CX Programmer to an
Omron PLC that is attached to a SiteManager via an Omron Serial cable.

1. Locate the agent that represents you network attached Omron PLC

akr [ I LinkManager Console - PH Field Engineer - PC3 l l ﬁ - B Eéé x ,_:" Page ~ {CF

[ Logout ][ Services ][ Sniffer ][ Refresh ]

ROOT.demo.Toplevel. Americas.Brazil.Customer A

B v ROOT.dema.Toplevel " SM2034-Thewall <Connect all> @
B+ Americas |- 1Y G1: Pro-Face (SM2034-Thewall) - 172.16.15.111
v Brazil |— €57 G1- Pro-Face (5M2034-Thewall) - 172.16.15.111
L& customera r {55 BackHoff (SM2034-Thewall) - 172.24.2.157 [
F—»— Canada ‘ “4¥ Omron PLC (SM2034-TheWall)
o or usa [E})“' Proface (SM2034-TheWall) - 172.16.15.111 @
+— EMEA
T Denmark
| CustomerA
|—& CustomerC
|ﬂ CustomerD

w— CustomerF
i—é Production Plant 1
—& Production Plant 2

Expand all

2. When connecting the agent, you should see some activity in the tray icon
area, which is the auto configuring of a virtual serial port. If your SiteManager,
and Omron PLC is correctly attached, you should also see the status of the
agent become OK, and a few bytes of traffic:

[ Disconnect ] [ Logout ] [ Sniffer ]

ROOT.demo.Toplevel. Americas.Brazil.Customer A

Omron PLC (SM2024-TheWall)

Connects Packets Bytes
Agent Address Status
ok fail x rx =4 x
\__‘;" Omron PLC 172.24.2.11:23 -->127.0.0.1 UP:;1 i | (] 3 3 83 73

3. Now right click the LinkManager system tray Icon, and select Status. Make
note of the Serial port that has been assigned (in this case COMb):
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Status

- Skate: Running
-\!’) Device Mame: LinkManager
Product Mame: LinkManager 6041
Firrmware: We041 10241
Serial Mo; 4100F0000010
IP Address: 10,127,1258.129

X

GakeManager: 130,226.210,172:80
aM iZonnection: RCOT. demo, Toplevel Americas . Brazil, Customer A 1 Omron PLC {3MZ034-Thetw'ally

Installed routes:
172.24,2.11

Serial port emulation;
COMS; 172,24,2,11:23 1200,7el None [Omron PLE]

»

Right click the LinkManager system tray icon again, and select Options. Enter
the number of the COM port you found under status. This will ensure that you
will always get this port in the future (note that this feature only exist in Link-
Manager version v6041 10185 and newer). Note that if you change the port
you must stop and start the LinkManager.

Options

—Met Type—
Lkostart 0
I~ Autos = Bridged

COM port AT
I5 h
]

K. Cancel

Note: You can also force another COM port (e.g. COM2). Just ensure in your
Windows device manager, that the port is not conflicting with an existing COM
port. See Appendix A for info on how to organize COM ports.

4. Open the CX-Programmer and select Auto Online - Direct Online:

File Wiew NEESS Tools Help

3 8, Direct Onlinef Im t:.‘;"‘ B " | 7 W2

% EtherMet/IP Mode Online

a K ::% =N | fii;@iifmﬂmmw% R4 | —

5. Select the COM port matching the virtual COM port defined in the LinkManag-
er:
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Direct Online

[Goes anline autamatically.
Select connection type and press [Connect] button,

Connection Type

- Senal connection
[alzo when using USE-Serial conversion cable]

Serial port of PC
l COp2 L] =erial

|EEIM1 I
pz 5 iﬂﬂ'

™ USE connection

Connection will éﬁtnmaticali}l be made ta the PLC connected directy to
{the PC wia serial cable,
[t iz not pozzible to autamatically connect b a CompaiefaydF component.

Connect | Cancel

6. Click Connect, and it will start searching for the proper communication type:

Auto Online(Searching)

PLL: C5/CI/CP Series
Communication [COM2 19200 Maone 21

S ettingz:
Pratacal: [Toolbus

Cancel
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7. You are now online with the PLC:

= Untitled - €X-Programmer - [[Running] - NewPLC1.NewProgram1.Section1 [Diagram]]

@File Edit  Wiew Inmsert PLC Program Simulstion Tools Window Help

[iEa7 e Faq o i
= 2E |k A e |

10 0 16 | 4
| i i o |

i
]

IEEEEEEE TS

(=

2R [[ale% B (L1 AR £SE|

— oo EEEL X | &

=& X

= % MewProject
= B3 NewPLCI[CI1M] Monitor Mode
53 Symbols
- 10 Table and Unit Setup

[y Error log
i PLC Clack
@ Memary
Programs

[Program Mame : MewwProgram1]

[Section Mame : Sectiont ]

(&3
.
z
2

el

--JF Function Blocks

K

Project /

x|
‘NewﬁLtl(Net:D;Nnde:D) - Manitar Maode

Name: |

Far Help, press F1
———

'4 Start

| DEms

Address or Yalue:

lrung 0(0, 0) - 100%

]

o

Comment: |

[.Disconnect | [ Logout

]

ROOT.demo.Toplevel. Americas.Brazil.Customer A

Sniffer |

Omron PLC (SM2024-TheWsall)

. Connects Packets Bytes
Agent Address Status
ok fail e 23 e
(_:_:" Omron PLC  172.24.2.11:23 --> 127.0.0.1 UP:1 1 o 328 410 5,368 17,927 |
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5. Appendix A, Organizing COM ports in Windows

Clean up Windows Registry for redundant COM ports:

You may experience that the Omron software require a lower COM port num-
ber. In case your PC assigns a COM port of e.g. 13, it may be due to previous
installs of virtual COM ports from in relation to installation of other programs.

You can clean your PC for redundant COM ports in Windows registry:

1. Open regedit (Start > run > Regedit)

2. Navigate to:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro\COM
Name arbiter
In the ComDB set all values to 00

Restart your PC

Enable LinkManager to use COML1.:
If you prefer the COM port to be COML1:

Even if no COM ports are installed on the PC, Windows will never assign a
COM port lower than COM3 to the LinkManager. You therefore have to do the
following to force LinkManager to use COM1.:

1. Open Windows Control Panel - System - Hardware = Device Manager
- Ports (COM & LPT).

2. If there already are physical COM ports listed, you must re-assign the port
numbers to free up COML1.

Right click a COM port and select Properties - Port Settings - advanced
Change the COM port number in the drop down list.

Restart your PC.

Right click the LinkManager system tray icon and select Options.

Enter 1 in the COM port field.

L o

Met Type
I i
COM port 'y

1
k. | Cancel

7. Stop and Start the LinkManager and start the Serial agent.
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6. Notices

Publication and copyright
Omron and CX-Programmer, Version 2.0, June 2010

© Copyright Secomea A/S 2010. All rights reserved. You may download and
print a copy for your own use. As a high-level administrator, you may use what-
ever you like from contents of this document to create your own instructions for
deploying our products. Otherwise, no part of this document may be copied or
reproduced in any way, without the written consent of Secomea A/S. We would
appreciate getting a copy of the material you produce in order to make our own
material better and — if you give us permission — to inspire other users.

Trademarks

SiteManagter™, LinkManager™ and GateManager™ are trademark of Se-
comea A/S. Other trademarks are the property of their respective owners.

Disclaimer

Secomea A/S reserves the right to make changes to this publication and to the
products described herein without notice. The publication of this document does
not represent a commitment on the part of Secomea A/S. Considerable effort
has been made to ensure that this publication is free of inaccuracies and omis-
sions but we can not guarantee that there are none.

The following paragraph does not apply to any country or state where such pro-
visions are inconsistent with local law:

SECOMEA A/S PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE

SECOMEA A/S SHALL NOT BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGE ALLEGED IN
CONNECTION WITH THE FURNISHING OR USE OF THIS INFORMATION.

Secomea A/S
Denmark

CVR No. DK 3136 60 38

E-mail: sales@secomea.com
WWW.Secomea.com
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